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4 Vision A
To be a centre of excellence in Computer Science and Engineering education and
research, nurturing technically competent, ethically responsible, and socially conscious
professionals to meet global challenges and drive sustainable innovation. p

/ Mission \

M1. To impart quality education in Computer Science and Engineering by integrating
fundamental knowledge with emerging technologies and industry practices.
M2. To foster innovation, problem-solving, and research aptitude through a curriculum
enriched with project-based learning, professional activities, and collaborative-
initiatives.

M3. To develop graduates with strong ethical values, leadership qualities, and a
\commitment to lifelong learning through co-curricular and extra curricular activities. /

/ Program Educational Objectives \

1. Professional Excellence: Pursue successful careers in industry, academia, and
entrepreneurship by applying the foundational knowledge of Computer Science and
Engineering with professional competence.

2. Higher Education and Lifelong Learning: Engage in higher studies, research, or
professional development programs, demonstrating a commitment to lifelong
learning in a rapidly evolving technological landscape.

3. Ethics and Social Responsibility: Exhibit ethical behaviour, effective
communication, teamwork, and leadership qualities, with a strong sense of

\\responsibility toward society and the environment. /

Program Specific Qutcomes \

1. Apply theoretical foundations, Algorithmic principles and software engineering
practices to develop efficient and scalable IT solutions.

2. Design effective systems by leveraging principles of computing and communication
technologies.
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ABSTRACT

Managing healthcare data remains challenging due to siloed systems, privacy risks,
limited patient control, and poor interoperability. CareCrypt addresses these issues by
introducing a blockchain-powered ecosystem that transforms how personal health data
is collected, stored, accessed, and controlled, giving patients true ownership of their
information. CareCrypt functions as a secure, immutable, and transparent health data
network built on distributed ledger technology. Through smart contracts, patients can
manage informed consent and assign granular, time-bound access permissions to health-
care providers, researchers, and institutions. Every interaction with a medical record is
cryptographically secured, timestamped, and permanently logged, creating a tamper-
proof audit trail.

The CareCrypt architecture is fully FHIR compliant and integrates seamlessly with
existing healthcare systems using standardized APIs, ensuring smooth data exchange
between patients, hospitals, clinics, and medical devices. The system employs advanced
security mechanisms such as encrypted data storage and zero-knowledge proofs to en-
able privacy-preserving data sharing under complete patient control. Key innovations
include a patient-centric dashboard for managing data-sharing permissions, automated
compliance with healthcare regulations such as HIPAA and GDPR, incentive models
that reward patients for contributing anonymized data for research, and emergency ac-
cess provisions for critical care. By decentralizing data storage and placing access
control directly in patients’ hands, CareCrypt establishes a transparent, interoperable,
and trustworthy digital health infrastructure that improves patient empowerment and

healthcare delivery outcomes.
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Chapter 1

Introduction

1.1 Background

Healthcare keeps turning to digital tools more these days. They handle storing med-
ical records and sorting out insurance claims. But plenty of the current setups stay wide
open to data changes, forged papers, and slow verification steps. Standard Electronic
Health Record systems tend to work in their own separate databases. That setup makes
sharing data drag on and leads to plenty of mistakes. Insurance claim websites still
count mostly on people doing reviews by hand. As a result, things get delayed, and rul-
ings end up all over the place. On top of that, fraud in healthcare is climbing fast. It puts
real money strain on hospitals and insurance outfits everywhere around the world. Tech
like blockchain and artificial intelligence comes along with real answers. They deliver
data storage that cannot be altered, checks that run on their own, and clearer ways to
see everything. Such progress really lays the groundwork for healthcare systems that

feel secure, reliable, and quick to manage.

1.2 Problem Statement

The numerous issues that plague the current healthcare insurance systems make
them slow, unreliable, and inequitably available. First and foremost, consumers and
funders will frequently become frustrated and distrustful of providers due to the ambi-
guity inherent in the policy and claim procedures. Manual workflows are inefficient,
which causes delays in service approvals, increases the possibility of human error, and
ultimately puts more strain on administrative staff. Furthermore, consumers are suscep-
tible to identity theft and misuse of personal information due to centralized databases,
which can expose sensitive medical data to hacking and identity theft. Additionally,
fraudulent claims—also known as false claims or identity manipulation— continue to

put insurers under financial strain and make

1.3 Objectives

The primary objectives of the EHR CareCrypt platform are to address critical chal-
lenges in healthcare record management and insurance claim processing through secure,

transparent, and intelligent technologies.



* To integrate blockchain technology for secure, transparent, and tamper-

proof medical and insurance data management.

The EHR CareCrypt platform eliminates reliance on manual record handling and
insecure centralized databases by storing critical patient and claim information on
a permissioned Hyperledger Fabric network. Every medical record update, claim
submission, and verification action is permanently recorded on the blockchain,
ensuring immutability and auditability. This approach removes the need for in-
termediaries, reduces the risk of data manipulation, and provides a trustworthy

decentralized environment for all healthcare stakeholders.

* To enhance user experience through role-based dashboards and intelligent
workflows.

The platform offers dedicated dashboards for patients, doctors, insurance agents,
and administrators, enabling each user to perform tasks such as medical record ac-
cess, claim submission, document management, and fraud monitoring efficiently.
By leveraging modern UI technologies such as React, Tailwind CSS, and respon-
sive design principles, the system ensures clarity, ease of navigation, and acces-

sibility for users with varying levels of technical expertise.

* To incorporate Al-driven fraud detection mechanisms to prevent misuse of

healthcare and insurance services.

The platform integrates OCR-based document analysis and pattern recognition
models to examine uploaded files, detect forged or manipulated content, and iden-
tify inconsistencies between claim data and supporting documents. A real-time
fraud scoring mechanism combined with a three-strike blocking system prevents
repeated fraudulent attempts, thereby protecting sensitive medical data, maintain-
ing system integrity, and ensuring that only legitimate claims are committed to the
blockchain.

1.4 SDG Addressed

The CareCrypt system is designed in alignment with key United Nations Sustain-
able Development Goals (SDGs), addressing critical challenges in healthcare, digital
infrastructure, and institutional trust through ethical and innovative technology adop-

tion.

* Sustainable Development Goal 3: Good Health and Well-Being

This goal emphasizes ensuring healthy lives and promoting well-being for all.
CareCrypt contributes to SDG 3 by providing secure and reliable access to elec-
tronic health records, enabling transparent and efficient insurance claim process-

ing, and preventing fraudulent activities. These features enhance the quality, ac-

2



cessibility, and trustworthiness of healthcare services for patients and providers

alike.

Sustainable Development Goal 9: Industry, Innovation, and Infrastructure

CareCrypt supports SDG 9 by integrating advanced technologies such as blockchain,
artificial intelligence, and OCR-based fraud detection to build a resilient, mod-
ern digital healthcare infrastructure. Secure data handling, decentralized ledger
mechanisms, and automated workflows promote innovation and efficiency in health-

care insurance and record management systems.

Sustainable Development Goal 16: Peace, Justice, and Strong Institutions

The system aligns with SDG 16 by enhancing transparency, accountability, and
trust in medical and insurance processes. Immutable blockchain records, au-
ditable transactions, and Al-assisted fraud prevention strengthen institutional in-
tegrity and reduce opportunities for misuse, contributing to fair and reliable public

service delivery.
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Solving Complex Engineering Problems Incorporating Sustainability Goals

Mapping of Complex Engineering Problems with Washington Accord WPs( WP1-WP7)

WP Code Description Competencies Applicable
)
WP1 In-Depth Engineering Uses advanced algorithms )
Knowledge Works with complex data structures @)
Applies specialized domain knowledge )
Uses professional-grade tools and platforms @)
Combines knowledge from multiple CSE fields )
Performs algorithm optimization )
Refers to research papers or standards )
WP2 Wide-Ranging or Balances security with performance )
Conflicting Technical & Evaluates resource limitations
Non-Technical Issues Considers user experience needs
Follows privacy and security rules @)
Chooses solutions that scale and are easy to maintain
Identifies and manages risks W)
Considers ethical impacts W)
WP3 Abstract Thinking & Designs new algorithms or models W)
Originality Creates original system designs )
Introduces innovations in machine learning models
Uses strong abstract thinking @)
Develops improved optimization methods @)
Experiments with new ways of representing data @)
Adds original ideas not taken from standard tutorials
WP4 Design and development of | Solves real-world problems that don’t have ready-made code @)
solutions Modifies existing tools or frameworks in advanced ways
Uses cutting-edge or emerging technologies )
Implements algorithms or protocols from scratch )
Handles messy or incomplete data effectively )
Designs custom workflows for networking, security, or ML )
Builds non-default configurations in cloud, loT, or distributed
systems
WP5 Use of modern tools Builds custom security mechanisms W)
Creates new database techniques
Proposes original design or coding standards W)
Improves standard algorithms W)
Defines new performance benchmarks
Explains why standard workflows need changes )
Builds custom testing or validation tools
WP6 Collects requirements from different types of users )
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Nature of problem: Designs role-based access and permissions @)
uncertainty, ambiguity Manages conflicting requirements )
Builds interfaces tailored to each stakeholder )
Uses proper modeling techniques @)
Ensures secure data handling for all roles @)
Validates the system with user testing @)
WP7 Interdependence and Breaks the system into clear layers @)
multidisciplinary factors Designs and connects multiple interacting modules )
Integrates hardware and software components
Handles advanced system constraints )
Uses DevOps tools and automation
Tests for performance and reliability
Ensures different technologies work together @)
No. of Competencies Mapping Low/Moderate/High
WP Code
WP1 7 High
WP2 4 Moderate
WP3 5 High
WP4 5 High
WP5 4 Moderate
WP6 7 High
WP7 4 Moderate
Note: Scale for mapping: Complex Engineering Project
e Low: 1-2 competencies matched A project is considered complex if:
e Moderate: 3-4 competencies Condition A:
e High: 5 or more At least 3 out of WP1-WP7 are High
AND
Condition B:
At least 5 out of WP1-WP7 are Moderate or High
If both conditions are met — Complex Project.

Conclusion: Based on the above key indicators, the project is considered to be of high complexity and
qualifies as a complex engineering problem.

2. Mapping of Project with SDG Goals, Targets, and Indicators
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SDG Goal Target Description Justification/ Mapping Expected Impact/ Level
Addressed Explanation Outcome
SDG 3 - Good Improve healthcare The CareCrypt system Improved patient High
Health and Well service delivery and ensures secure access to trust, faster claim
Being ensure secure, accessible electronic health records, settlements, reduced
medical records for all transparent insurance claim | fraud, and enhanced
stakeholders. processing, and fraud quality of healthcare
prevention using delivery.
blockchain and Al, thereby
improving the reliability
and quality of healthcare
services.
SDG 9 — Industry, Build resilient digital The system integrates Strengthened digital High
Innovation, and infrastructure and foster blockchain, artificial healthcare
Infrastructure innovation through intelligence, and OCR- infrastructure,
advanced technologies. based fraud detection to increased innovation,
modernize healthcare and efficient
insurance workflows, insurance operations.
enabling decentralized,
efficient, and secure data
handling.
By maintaining immutable Increased High

SDG 16 — Peace,
Justice, and
Strong
Institutions

Promote transparency,
accountability, and trust

in institutional processes.

records and transparent
verification mechanisms,
CareCrypt enhances
accountability and reduces
manipulation in medical
and insurance systems.

institutional trust,
reduced corruption,
and fairer healthcare
and insurance
processes.




Chapter 2

2.1 Summary Table

Literature Review

Table 2.1: Literature Review Table

S.No | Title of the Paper, | Methodology Dataset Used Outcomes & Limitations
Year

1 Blockchain based Se- | Decentralized P2P | Simulated Outcomes: Immutable
cure Data Management | architecture  using | patient data record storage, enhanced
for Healthcare Applica- | Substrate framework data security.
tions, 2023 (Polkadot  ecosys- Limitations:  Scalability

tem) issues, limited real-world
validation.

2 Electronic Healthcare | Distributed ledger | Synthetic QOutcomes: Secure data
Management System | with smart contracts | healthcare sharing.

Using Blockchain | for data integrity records Limitations: High compu-
Technology, 2023 tational overhead, limited
interoperability.

3 Blockchain based | Decentralized stor- | Mock patient | Outcomes: Enhanced se-
Healthcare Data Man- | age with authentica- | database curity and traceability.
agement, 2023 tion and traceability Limitations: Storage lim-

itations for large medical
files.

4 A secure blockchain | Smart contracts with | Healthcare QOutcomes: Automated
framework for health- | automated execution | Technology record verification.
care records manage- | based on predefined | Letters dataset | Limitations: Limited
ment systems, 2024 conditions integration with existing

EHR systems.

5 Blockchain-Based Privacy-preserving Simulated Outcomes: Enhanced
Approach for e-Health | access control mech- | e-health data privacy protection.

Data Access Man- | anisms Limitations: Complex
agement with Privacy key management.
Protection, 2020

6 Blockchain Utilization | Systematic analysis | Literature re- | Outcomes: Identified key
in Healthcare: Key Re- | of blockchain appli- | view requirements.
quirements and Chal- | cations Limitations: No practical
lenges, 2020 implementation.

7 Blockchain-based Se- | Central  repository | Projected Outcomes: Secure clinical
cure Health Records in | formation with | healthcare data | data collection.
the Healthcare Indus- | blockchain Limitations:  Scalability
try, 2023 concerns.

8 Blockchain based | Public/private ledger | Patient man- | Outcomes: Reliable data
Smart Healthcare Sys- | with context-based | agement access.
tem, 2023 access control system Limitations: Complex ac-

cess control mechanisms.




S.No | Title of the Paper, | Methodology Dataset Used Outcomes & Limitations
Year

9 Blockchain  Identity | p-ABC credentials | European Outcomes: Enhanced data
Privacy Management | with  wallet ap- | healthcare integrity.
Framework for Health- | plications, eIDAS | standards Limitations: European
care, 2024 compliance regulatory scope only.

10 Healthcare Blockchain | IoT-based Remote patient | Outcomes: Secure PHI
System Using Smart | blockchain with | monitoring handling.
Contracts for Remote | smart contracts data Limitations: IoT integra-
Patient ~ Monitoring, tion complexity.
2021

11 Designing Efficient | Ethereum-based Ethereum test- | Outcomes: Patient data
Patient-Centric Smart | smart contracts net ownership.
Contracts for Health- Limitations:  High gas
care Ecosystems, 2024 fees.

12 Medical Big Data | MedRec  contract | Clinical re- | Outcomes: Efficient per-
Access Control Model | framework search data mission control.
Based on Smart Con- Limitations: Complex
tracts, 2024 contracts.

13 Blockchain for Health- | Comprehensive Multi-domain Outcomes: Architecture
care Systems: Archi- | analysis data insights.
tecture and Security Limitations: Privacy and
Challenges, 2023 scalability challenges.

14 Blockchain  Technol- | Patient-centric Hospital  ex- | Outcomes: Improved data
ogy for Healthcare: | interoperability change data exchange.
Patient-Driven Interop- | framework Limitations: Limited busi-
erability, 2020 ness integration.

15 Blockchain  Integra- | Systematic literature | Literature Outcomes: Performance
tion in Healthcare: | review database insights.
Comprehensive Inves- Limitations: No practical
tigation, 2024 validation.

16 Blockchain  Technol- | Systematic analysis | Healthcare sec- | QOutcomes:  Application
ogy Applications in tor data overview.
Healthcare Overview, Limitations: Limited

2021

ownership focus.




S.No | Title of the Paper, | Methodology Dataset Used Outcomes & Limitations
Year

17 Harnessing Blockchain | Expert panel discus- | Professional Outcomes:  Stakeholder
to Transform Health- | sion insights requirements.
care Data Manage- Limitations: Limited
ment, 2024 technical depth.

18 SecureHealth: A | Hyperledger Fabric | Medical record | Outcomes: Large file stor-
Blockchain-Based with IPFS samples age.
Medical Record Stor- Limitations: IPFS latency.
age System, 2022

19 Patient-Controlled Ac- | Attribute-based ac- | Consent sce- | QOutcomes: Granular
cess to Health Records | cess control narios access.
Using Blockchain, Limitations: Attribute
2021 complexity.

20 Blockchain-Based Self-sovereign iden- | [oT  identity | Outcomes: Secure authen-
Identity Management | tity data tication.
for Healthcare IoT, Limitations: IoT scalabil-
2023 ity.

21 Privacy-Preserving Zero-knowledge Synthetic Outcomes: Privacy-
Health Data Sharing | proofs health records | preserving sharing.
via Blockchain, 2022 Limitations: High compu-

tation cost.

22 Interoperable Cross-chain  proto- | Multi-hospital | Outcomes: Interoperabil-
Blockchain Frame- | cols data ity.
work for Healthcare Limitations: Cross-chain
Data Exchange, 2023 vulnerabilities.

23 Smart Contract-Based | Automated claims | Insurance Outcomes: Faster process-
Medical Insurance | using smart con- | claims data ing.
Claims Processing, | tracts Limitations: Legacy sys-
2024 tem integration.

24 Blockchain-Enabled Supply chain trace- | Drug  supply | Outcomes: Drug authen-
Pharmaceutical Supply | ability data ticity.
Chain  Management, Limitations: Limited in-
2022 dustry adoption.

25 Federated  Learning | Decentralized Al | Distributed Al | Outcomes: Privacy-

with Blockchain for
Healthcare AI, 2023

governance

datasets

preserving Al.
Limitations: Communica-
tion overhead.




2.2 Gap Analysis

1. Patient Data Ownership and Control Gaps

While studies such as Blockchain-based Secure Data Management for Health-
care Applications (2023) and Electronic Healthcare Management System Using
Blockchain Technology (2023) focus on secure data storage and sharing, they fall
short of providing comprehensive patient ownership solutions. These works im-
plement basic decentralized architectures but lack sophisticated access control
mechanisms that enable patients to exercise granular control over who accesses
their data and how it is utilized. The current implementations provide limited
permission levels and do not support intuitive interfaces for managing complex

access policies across multiple healthcare providers.

2. Scalability and Performance Limitations

All referenced studies report notable scalability challenges. The Blockchain-
based Secure Data Management study (2023) explicitly identifies scalability as
a major limitation, while the Electronic Healthcare Management System (2023)
highlights high computational overhead. These findings indicate that conven-
tional blockchain consensus mechanisms struggle to handle the high transaction
volume and data throughput required in real-world healthcare environments. Fur-
thermore, the Blockchain-based Healthcare Data Management (2023) study em-
phasizes storage limitations for large medical files, underscoring the inadequacy

of existing approaches for large-scale deployment.

3. Interoperability and Integration Challenges

Limited interoperability with existing Electronic Health Record (EHR) systems is
arecurring limitation. The Secure Blockchain Framework for Healthcare Records
Management Systems (2024) explicitly notes poor integration with existing in-
frastructures, while the Electronic Healthcare Management System (2023) reports
similar challenges. These findings suggest that many blockchain-based solutions
require substantial infrastructure changes rather than enabling seamless integra-

tion with established healthcare workflows.

4. Regulatory Compliance and Legal Framework Gaps

None of the reviewed studies comprehensively address cross-jurisdictional reg-
ulatory compliance. Although improvements in security and data integrity are
frequently claimed, automated compliance mechanisms for regulations such as
HIPAA, GDPR, and other regional healthcare laws are not incorporated. This
absence highlights a critical gap in ensuring legally compliant blockchain-based

healthcare systems across diverse regulatory environments.



10.

. Emergency Access and Critical Care Scenarios

The reviewed literature does not adequately consider emergency access scenarios
where patients may be unconscious or unable to provide consent. Smart contract
implementations discussed in the 2023 and 2024 studies focus on predefined con-
ditions but fail to include intelligent emergency access mechanisms that balance

immediate medical needs with privacy preservation and auditability.

Real-World Validation and Deployment Gaps

A significant limitation across all studies is the reliance on simulated, synthetic,
or mock datasets. For example, the 2023 studies primarily use simulated patient
data, synthetic healthcare records, or mock databases. Only the 2024 framework
references a standardized dataset. This trend reveals a substantial gap between
conceptual blockchain solutions and validated real-world healthcare deployments

involving actual patients and providers.

. User Experience and Adoption Barriers

User experience and system adoption are largely overlooked in the reviewed
works. The literature focuses heavily on technical architecture without address-
ing usability for patients, clinicians, or administrative staff. The absence of user-
centric design considerations poses a major barrier to large-scale adoption in non-

technical healthcare environments.

. Economic Sustainability and Incentive Models

None of the analyzed studies propose sustainable economic or incentive models to
encourage participation by healthcare providers, insurers, or patients. While tech-
nical feasibility is demonstrated, the lack of cost analysis, incentive mechanisms,
or governance models limits the long-term viability of these blockchain-based

healthcare systems.

. Privacy-Preserving Analytics and Research Enablement

Although enhanced privacy and security are frequently cited benefits, the re-
viewed literature does not address privacy-preserving analytics for medical re-
search. Existing solutions emphasize access control and traceability but fail to
support anonymized or aggregated data analysis required for clinical research

while maintaining blockchain security guarantees.

Multi-Modal Data Integration Limitations

The reviewed studies do not demonstrate comprehensive support for diverse health-
care data types. Storage limitations identified in the literature highlight the lack
of integrated handling for medical imaging, genomic data, IoT sensor outputs,
and traditional health records within a unified blockchain framework that meets

both performance and security requirements.

9



2.3 Implication

The review of recent blockchain-based healthcare data management studies reveals
significant gaps that collectively prevent current solutions from achieving real-world
readiness. These limitations carry substantial implications for the design, deployment,
and adoption of decentralized health information systems.

First, the absence of sophisticated patient data ownership models and granular ac-
cess control mechanisms indicates that existing frameworks do not fully empower pa-
tients to manage their health information. Without intuitive interfaces and fine-grained
permission controls, blockchain-based systems risk reproducing the same control asym-
metries observed in traditional centralized healthcare architectures.

Scalability and performance constraints further restrict the applicability of blockchain
technologies in healthcare environments. As highlighted across multiple studies, high
computational overhead and inefficient storage models demonstrate that conventional
consensus mechanisms and fully on-chain data storage are inadequate for handling
the rapidly growing volume of multimodal healthcare data. These findings imply the
need for hybrid architectures that combine off-chain storage, optimized consensus al-
gorithms, and intelligent data indexing strategies.

Interoperability challenges represent another major barrier to adoption. The lim-
ited ability of blockchain frameworks to integrate seamlessly with existing Electronic
Health Record (EHR) systems suggests that large-scale implementation would require
disruptive infrastructural changes. This poses a significant challenge for healthcare in-
stitutions with limited technical and financial resources. Consequently, future systems
must adopt standards-based, API-driven approaches—such as FHIR compliance—to
ensure compatibility with established clinical workflows.

Regulatory non-alignment further raises serious legal and ethical concerns. None
of the reviewed implementations provide automated or adaptive compliance with regu-
lations such as HIPAA, GDPR, or other regional healthcare data protection laws. This
absence introduces substantial risks in multi-jurisdictional or cross-organizational de-
ployments. In addition, the lack of clearly defined emergency access mechanisms limits
the clinical practicality of these systems, particularly in critical care scenarios where

immediate access to patient information may be life-saving.

2.4 Existing System

The proposed project, Electronic Health Record — Blockchain-Based Platform Us-
ing Hyperledger, introduces a comprehensive and practical approach to decentralized
healthcare data management that is not present in the reviewed literature or existing
open-source implementations. Most existing blockchain-based healthcare systems rely

on public blockchains such as Ethereum or simplified private networks that lack fine-
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grained access control, multi-organizational governance, and real-world clinical us-
ability. In contrast, the proposed system adopts Hyperledger Fabric—a permissioned,
enterprise-grade blockchain—integrated with IPFS for distributed storage and supported
by a modern full-stack architecture. This combination directly addresses the limitations
identified in studies published between 2023 and 2024, positioning the system as a
novel and deployable Electronic Health Record (EHR) solution.

A key differentiator of the proposed system is its genuine implementation of patient-
centric data ownership and access control. Existing blockchain healthcare platforms
generally provide limited or binary permission models, often placing control in the
hands of administrators or healthcare providers rather than patients. The proposed sys-
tem leverages Hyperledger Fabric’s Membership Service Provider (MSP), private data
collections, and chaincode logic to enable patients to grant, revoke, and time-limit ac-
cess to their medical records. This granular control is delivered through an intuitive
Next.js dashboard, transforming consent management from a theoretical concept into
an operational feature supported by smart contract execution, immutable audit trails,
and dynamic permission updates.

The system also introduces a dual-layer storage architecture that combines Hyper-
ledger Fabric for secure metadata management with IPFS for large-scale medical file
storage. Healthcare data is inherently multimodal, encompassing medical images, lab-
oratory reports, genomic information, IoT sensor data, and longitudinal health records.
Traditional blockchain systems struggle to manage such data volumes due to ledger
bloat, high computational overhead, and scalability constraints. While these limitations
are acknowledged in existing literature, the proposed system overcomes them by storing
only metadata, access rights, and audit logs on-chain, while encrypting and distributing
large files via IPFS. This design ensures performance efficiency, scalability, and im-
mutability without compromising storage practicality—an approach not demonstrated
in existing Hyperledger-based healthcare prototypes.

Interoperability with existing healthcare infrastructure represents another signifi-
cant advancement. Prior studies report that blockchain solutions often require health-
care institutions to replace existing Electronic Health Record systems, making adoption
impractical. In contrast, the proposed system is designed with FHIR (Fast Healthcare
Interoperability Resources) compliance and API-driven integration, allowing seamless
interaction with existing EHRs, Hospital Information Systems (HIS), Laboratory In-
formation Systems (LIS), and Picture Archiving and Communication Systems (PACS).
This enables gradual adoption without disrupting established clinical workflows, a ca-
pability absent from current blockchain healthcare implementations.

Regulatory compliance is explicitly addressed within the proposed system. Exist-
ing studies largely mention security improvements without detailing how regulatory re-
quirements such as HIPAA, GDPR, or regional data protection laws are enforced. The

proposed system embeds compliance logic directly into chaincode, identity manage-
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ment mechanisms, upload validation processes, and access control policies. Encryption
standards, consent enforcement, and jurisdiction-aware access restrictions ensure that
the platform is not only secure but also legally deployable, addressing a major gap in
existing blockchain healthcare research.

Emergency medical access is another critical challenge overlooked in the reviewed
literature. Current blockchain-based healthcare systems do not account for scenarios
where patients are unconscious or unable to provide consent. To address this, the pro-
posed system implements controlled “break-glass” emergency access protocols using
conditional chaincode logic. Emergency access is granted only under predefined, au-
ditable conditions, ensuring patient safety while preserving privacy and accountability.
All emergency actions are immutably logged, making the system suitable for real hos-
pital and emergency department use.

From a usability perspective, the system distinguishes itself through its modern full-
stack implementation. Many existing blockchain healthcare platforms rely on command-
line tools or minimal dashboards, which are impractical for clinical environments. By
integrating a Node.js backend with a Next.js frontend, the proposed system delivers
an intuitive and accessible user experience for both healthcare providers and patients.
Secure authentication, identity binding, session management, and role-based routing
directly address the usability and adoption barriers identified in the literature.

The system further extends functionality by enabling privacy-preserving analytics
and research collaboration. While existing studies focus on access control and security,
they do not provide mechanisms for secure, anonymized data sharing for medical re-
search. The proposed architecture supports controlled release of anonymized datasets
using encryption, IPFS storage, and chaincode-based access rules. This enables se-
cure collaboration for clinical research, AI model training, and data-driven healthcare
analytics without compromising patient privacy.

Finally, unlike many reviewed studies that rely on synthetic or simulated datasets,
the proposed system is architected for real-world deployment. Its multi-organization
Hyperledger Fabric network reflects actual hospital ecosystems, where departments
and institutions operate as independent organizations with distinct access policies. The
use of Dockerized Fabric components—including peers, orderers, certificate authori-
ties, and channels—mirrors enterprise blockchain deployment practices rather than aca-
demic prototypes, reinforcing the system’s practical relevance and deployment readi-

ness.
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Chapter 3

Requirements Analysis

3.1 Hardware Requirements

Hardware requirements specify the minimum and recommended configurations needed
to run the CareCrypt platform’s backend, frontend, and blockchain components. Since
the system involves OCR processing, document storage, and blockchain transactions,

sufficient processing power, memory, and storage are essential for optimal performance.

3.1.1 Minimum Hardware Requirements

* Processor: Intel Core 13 or equivalent

RAM: 8 GB

Storage: 50 GB free disk space

Operating System: Windows 10 / macOS / Linux

Internet Connectivity: Stable broadband connection (10 Mbps or higher)

GPU: Not mandatory, but beneficial for faster OCR processing

3.1.2 Recommended Hardware Requirements

* Processor: Intel Core 15 or higher
* RAM: 16 GB
» Storage: 100 GB or more (for blockchain ledger and document storage)

e GPU: Optional, for OCR and Al model acceleration

3.1.3 Server Hardware Requirements

Quad-core CPU

32 GB RAM

RAID-based storage for data redundancy and safety

High-speed SSD storage (NVMe preferred)
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3.2

Software Requirements

Software requirements include the tools, frameworks, databases, and runtime envi-

ronments required to develop, deploy, and operate the CareCrypt platform.

3.2.1 Frontend Software Requirements

React 18

Vite (development server and bundler)
Tailwind CSS (UI styling)

Axios (API communication)

React Router (client-side navigation)

React Toastify (alerts and notifications)

3.2.2 Backend Software Requirements

Node.js (version 16 or above)
Express.js (backend framework)
Mongoose (MongoDB object modeling)
Bcerypt.js (password hashing)

Multer (file upload handling)
Tesseract.js (OCR engine)

UUID (unique file identifier generation)

Morgan and CORS (logging and access control)

3.2.3 Database and Blockchain Software

MongoDB (Community Edition or Atlas)
Hyperledger Fabric 2.2
Hyperledger Fabric CA

CouchDB (state database for blockchain)
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3.2.4 Other Software and Development Tools

* Visual Studio Code (IDE)

Docker (containerized Hyperledger Fabric deployment)

Postman (API testing)

Git and GitHub (version control and collaboration)

Node Package Manager (npm)
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Chapter 4

Diagrams and Architecture Design

4.1 Architecture Diagram
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Figure 4.1: Architecture Diagram

Figure 4.1 illustrates the layered system architecture of the proposed secure, Al-
enabled healthcare and insurance platform. The frontend, developed using React, pro-
vides role-based access for patients, doctors, insurance providers, and administrators,
enabling intuitive and seamless interaction with the system. User requests from the
frontend are routed to the backend implemented using Express.js, which handles API
routing, business logic, OCR processing, and fraud detection workflows. The back-
end interacts with MongoDB to store and manage user profiles, medical documents,
and fraud-related records, ensuring scalability and efficient data retrieval. In parallel,
blockchain technology is employed to securely store medical records, insurance claims,
and access logs, ensuring immutability, transparency, and trust. Al-driven services such
as OCR engines, chatbots, and fraud detection models operate across all layers to en-

hance automation, accuracy, and decision-making.
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4.2 Data Flow Diagram
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Figure 4.2: Data Flow Diagram

Figure 4.2 illustrates a blockchain-based healthcare insurance workflow that ensures
secure, transparent, and trusted data exchange among stakeholders. Hospital organiza-
tions initiate transaction requests such as claims and medical records through the appli-
cation layer, which acts as a backend API gateway handling validations, queries, and
approvals. The application layer invokes smart contract execution, where predefined
business logic is executed to verify rules and process proposals. Validated transactions
are then forwarded to the consensus engine, which orders and endorses transactions be-
fore committing them as blocks. Once approved, the data is written to the blockchain
ledger, an immutable distributed store that maintains transaction history and system
state. Insurance organizations interact with the application layer to query records, ap-
prove claims, and receive results, while confirmations and status updates are sent back
to hospitals. Overall, the architecture ensures automation, immutability, and trust in

healthcare claim processing through blockchain consensus and smart contracts.
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4.3 Algorithm Diagram

CARECRYPT - Algorithm Design

Algorithm 1 Al-Based Fraud Detection & Claim Decision

Patient Upload OCR Text Fraud Score
. Submits Medical *| Extraction —* > 507
" Claim Documents

Patient
—| Fraud Score =z 507

A 4

Algorithm 2 Blockchain-Based Claim Approval Workflow

' Insurance - : Update Claim
= Review Claim
“ Agent/ RS SAE Approved? >-No7 gratys = Approved
Doctor
Insurance l
Agent/ Generate
Doctor Blockchain
Transaction
v
Bclock . Claim Proceed for Endorsement
User i Legitimate Approval by Peers
| Sis——

Algorithm 3 Blockchain-Based Claim Approval Workflow

5‘ System Create _| Update Claim Reject
@ & | Trigger Notification [ | Status = Appraved Claim
System l -lv
Trigger Generate Store Reason
Blockchain *

Transaction
e

v

Algorithm 3 User Delivery & Notification Execution Workflow

0 System Create Push via User
n Trigger Notification WebSocket/Email Views

Notification
System A

Trigger Mark as | Log
Read " | Notification

Status

Figure 4.3: Data Flow Diagram

Figure 4.3 The algorithm diagram illustrates the end-to-end operational workflow of
the CareCrypt system, beginning with the user registration process and concluding with
claim evaluation and reward allocation. The process starts with user registration, where
identity verification is performed, user roles are checked, and appropriate access rights

are assigned. Once registered, the user proceeds to medical record upload, which in-
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volves document submission, OCR-based data extraction and validation, and secure
ledger entry creation on the blockchain. The system then evaluates whether an access
request has been received; if so, the access control algorithm verifies user permissions
and roles before granting or denying access. Upon successful access, the workflow
checks whether an insurance claim has been submitted. If a claim is present, the claim
evaluation algorithm validates document fields, detects duplicates, and applies prede-
fined decision rules to determine legitimacy. Finally, for approved claims, a reward al-
gorithm calculates and distributes incentive points, after which the process terminates.

This structured workflow ensures secure data
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Chapter 5

Implementation

5.1 Software Tools

Various software tools and components are utilized to support each functional mod-
ule of the CareCrypt platform. These tools collectively enable blockchain operations,

document processing, backend execution, and system validation.

5.1.1 Hyperledger Fabric

Hyperledger Fabric is extensively used to support blockchain-related operations
such as channel creation, chaincode deployment, transaction execution, request vali-
dation, and immutable record storage. The system architecture relies on Fabric compo-
nents including peer nodes, orderer nodes, certificate authorities, and distributed ledger
storage. All blockchain workflows strictly follow the permissioned network and smart

contract execution model defined by Hyperledger Fabric.

5.1.2 OCR Processing Module

The OCR module plays a critical role in document handling and automation. It is
responsible for extracting textual information such as patient details, hospital informa-
tion, billing amounts, and claim data from uploaded documents. The extracted data
undergoes formatting, validation, and structured conversion before being forwarded to

claim verification and blockchain recording modules.

5.1.3 Notification System

The notification system provides system-wide updates related to registration status,
verification results, access permissions, and claim outcomes. Notifications are trig-
gered during key workflow stages such as document submission, approval, rejection,
and completion of verification processes, ensuring transparency and real-time commu-

nication among stakeholders.

5.1.4 Backend Runtime Environment

The backend runtime environment supports all server-side operations described in

system documentation and READMEs, including:

* API routing and request handling
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 User registration and verification processes

Claim validation and fraud detection logic

Reward computation mechanisms

* Document processing requests

Event-driven system responses

5.1.5 Testing Tools

Testing tools are employed to validate system functionality and correctness. These
tools are used to test API endpoints, verify registration workflows, validate OCR extrac-
tion accuracy, and ensure the resolution of issues identified during audits and system
testing phases.

5.2 Programming Languages

5.2.1 JavaScript

JavaScript is the primary and only programming language used throughout the Care-
Crypt project. It is employed across both frontend and backend layers to implement core
system functionality, including user registration, verification workflows, notification
handling, OCR result processing, API communication, and system-level event manage-
ment. The project makes use of modern JavaScript frameworks and libraries to structure
and scale development. React is used for building the frontend user interface, enabling
a component-based architecture and responsive user interactions. Express.js is used as
the backend framework to develop RESTful APIs, manage routing, handle middleware,
and process client-server communication. JavaScript’s asynchronous, event-driven na-
ture allows the system to efficiently handle real-time requests, verification events, and

data exchanges, making it well-suited for the platform’s requirements.

5.3 Technologies

Several technologies are adopted to ensure system modularity, security, automation,
and scalability.

5.3.1 Blockchain Architecture

A permissioned blockchain architecture is employed to maintain immutable medical

records, access control policies, and verifiable histories of claims. Blockchain ensures
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that all activities such as record uploads, access approvals, claim evaluations, and re-

ward allocations are tamper-resistant and auditable.

5.3.2 Smart Contract Framework

System business logic is implemented through smart contracts deployed as chain-
code on Hyperledger Fabric. These smart contracts govern identity management, record
handling, access control, claim validation, transaction logging, and reward computation,

ensuring consistent execution across all network nodes.

5.3.3 OCR-Based Document Processing

OCR technology is used to automate extraction of critical information from up-
loaded medical documents. Extracted data is structured and validated before being in-
tegrated into verification and blockchain workflows, reducing manual processing errors

and improving system efficiency.

5.3.4 Event and Notification Mechanisms

The system incorporates event-driven communication mechanisms that trigger auto-
mated notifications during important system events such as registration, record uploads,
claim evaluations, and verification stages. This enhances transparency and improves

user engagement.

5.3.5 Verification and Audit Technology

The platform maintains comprehensive audit trails for all system activities. Audit
logs record user actions, approvals, data submissions, and claim updates, providing

accountability, traceability, and compliance with regulatory and security requirements.

5.4 Algorithms

The following algorithms describe the core operational logic of the CareCrypt sys-
tem, detailing the processes involved in user registration, medical record management,

access control, claim evaluation, and reward allocation.

5.4.1 User Registration Algorithm

The user registration algorithm validates user-provided information, verifies autho-
rized roles, checks for duplicate identities, and assigns role-based access permissions to

ensure secure onboarding.
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Algorithm 1: User Registration Algorithm

1: Receive user details and selected user role
2: Validate user details for completeness and correctness
3: if user details are invalid OR incomplete then

t 4: Return “Registration Failed: Invalid Data”

5: Verify user role
6: if user role ¢ {Patient, Doctor, Hospital, InsuranceOlfficer} then
t 7: Return “Registration Failed: Invalid Role”

8: Check whether identity already exists
9: if identityExists(userDetails) = TRUE then
t 10: Return “Registration Failed: Identity Already Exists”

11: Create user profile based on user role
12: Assign access permissions according to user role
13: Store user profile in database

14: Return “Registration Successful”

5.4.2 Medical Record Upload Algorithm

This algorithm handles secure medical document uploads, performs OCR-based
data extraction, validates extracted content, structures medical records, and records doc-

ument metadata on the blockchain.
Algorithm 2: Medical Record Upload Algorithm

1: Receive medical document and user ID
2: if document is NULL then
t 3: Return “Upload Failed: No Document”

4: Perform OCR on uploaded document

5: extractedData <— OCR output

6: if validate(extractedData) = FALSE then
t 7: Return “Upload Failed: Invalid Data”

8: structuredRecord <+ format(extractedData)

9: Store structured record in database

10: Create ledger entry for uploaded document

11: Add ledger entry to blockchain

12: Return “Medical Record Uploaded Successtfully”

5.4.3 Access Control Algorithm

The access control algorithm enforces authorization by validating user roles and

permissions before permitting any operation on protected medical records.
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Algorithm 3: Access Control Algorithm

1: Receive user ID, record ID, and requested action
2: userRole <— getUserRole(userID)

3: permissions <— getPermissions(userRole)

4: if requestedAction ¢ permissions then

L 5: Deny access

6: Return “Access Denied”

7: Allow requested action on record ID
8: Log access event

9: Return “Access Granted”

5.4.4 Claim Evaluation Algorithm

This algorithm evaluates insurance claims by detecting duplicate submissions and
data inconsistencies, applying predefined decision rules, and updating claim status on

the blockchain.
Algorithm 4: Claim Evaluation Algorithm

1: Receive claim documents and claim ID

2: extractedFields <+ extractData(claimDocuments)
3: if detectDuplicates(extractedFields) = TRUE then
4: Flag claim ID as “Duplicate”

5: Return “Claim Rejected”

6: if detectinconsistencies(extractedFields) = TRUE then
7: Flag claim ID as “Inconsistent”

8: Return “Claim Under Review”

9: Apply decision rules on extracted fields
10: if rulesSatisfied = TRUE then
t 11: Approve claim ID

12: else
| 13: Reject claim ID

14: Update claim status in blockchain

15: Return claim status

5.4.5 Reward Allocation Algorithm

The reward allocation algorithm computes incentive points based on user activities

and securely records reward transactions on the blockchain ledger.
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Algorithm 5: Reward Allocation Algorithm

1: Receive user ID and activity type

2: points < 0

3: if activityType = “Valid_Document_Upload” then
4: points <— points + predefinedUploadPoints

w

. else if activityType = “Successful _Verification” then
6: points < points + predefined VerificationPoints

~

: else if activityType = “System_Engagement” then

8: points < points + predefinedEngagementPoints

9: Update user reward balance using user ID and points
10: Store reward transaction in ledger
11: Return “Rewards Assigned Successfully”
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Chapter 6

Testing and Results

6.1 Testing Metrics with Results

To evaluate the overall quality, performance, and reliability of the EHR CareCrypt

platform, several quantitative software testing metrics were analyzed. These metrics

assess how effectively the system meets its functional, security, performance, and us-

ability requirements.

Table 6.1: Functional Testing Metrics

Metric

Description

Result

Requirement Coverage

Percentage of functional requirements

covered by test cases

96% achieved

Test Case Execution | Percentage of test cases successfully exe- | 100% (160/160)

Rate cuted

Pass Rate Percentage of passed test cases 93% (149/160)

Defect Density Defects per 1000 lines of code (KLOC) 0.81 de-
fects/KLOC

Defect Leakage Bugs found after release vs before release | 4% (minor Ul
bugs)

Table 6.2: Blockchain and Backend Performance Metrics

Metric Description Result

Transaction Through- | Blockchain transactions processed per | 22 TPS

put second

Average  Transaction | Time taken for a block to commit 1.8 seconds

Latency

API Response Time Time to fetch user, claim, or record data 280 ms avg, 380
ms peak

Data Immutability Vali- | Successful attempts to alter blockchain | 0% (all blocked)

dation data
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Table 6.3: Al Fraud Detection Metrics

Metric Description Result

OCR Accuracy Correct extraction of text from uploaded | 94.6%
documents

Fraud Detection Accu- | Correct classification of claims 91%

racy

Precision Correct positive fraud detections 0.89

Recall Detection rate of actual fraudulent cases | 0.92

False Positive Rate Genuine claims incorrectly flagged as | 6%
fraud

False Negative Rate Fraudulent claims missed by the model 8%

Table 6.4: Usability and UI/UX Metrics
Metric Description Result
Task Completion Rate | Users completing tasks without errors 95%

Average Task Time

Time taken to submit claims or upload

Under 1.4 min-

records utes
User Satisfaction Score | Post-test feedback (1-5 scale) 4.6/5
Navigation Error Rate | Incorrect clicks or confusion points 5%
Table 6.5: Security Testing Metrics

Metric Description Result

Vulnerability Count High / Medium / Low severity issues 0 High, 2
Medium, 4
Low

Authentication Fail | Failed login attempts 1.7%

Rate

Unauthorized Access | Intrusions prevented 100%

Attempts Blocked

Document Tamper De- | Detection of manipulated documents 92%

tection Efficiency
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Table 6.6: System Stability Metrics

Metric Description Result
System Uptime Percentage of stable runtime 99.4%
Crash Rate Number of crashes during load testing 0

Memory Utilization Average RAM usage under peak load 68%

Error Rate Unexpected errors during testing Under 2.5%

The testing metrics clearly demonstrate that the EHR CareCrypt platform performs re-

liably across all critical dimensions, as summarized below:

* High functional accuracy, achieving a 93% test pass rate.

 Strong blockchain performance with a throughput of 22 transactions per second,

low transaction latency, and 0% data tampering.

* High Al-based fraud detection accuracy, with 91% classification accuracy and a

92% document tamper detection rate.

» Excellent system usability, reflected by an average user satisfaction score of 4.6

out of 5.

* Robust security posture, with no high-severity vulnerabilities and 100% preven-

tion of unauthorized access attempts.

* Stable system behavior, maintaining 99.4% uptime during evaluation.

Overall, the CareCrypt platform meets the expected standards for a secure, intelli-

gent, and blockchain-based healthcare data and insurance management system, demon-

strating readiness for real-world deployment.
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6.2 Screenshots
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Figure 6.1: CareCrypt Landing Page

In Figure 6.1 The CareCrypt login interface provides secure, role-based access to the
healthcare management platform. Users can select their designated role, such as patient,
doctor, insurance agent, or administrator, before authenticating with valid credentials.
The interface emphasizes usability while ensuring controlled access to system features.
The design reflects the platform’s focus on security, privacy, and seamless user interac-

tion.
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Figure 6.2: Patient Claim Submission Page

In Figure 6.2 The patient dashboard displays claim management and medical record
access features within the CareCrypt platform. It highlights the enforcement of fraud

prevention policies by restricting claim submissions after repeated fraudulent attempts.
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The interface provides clear alerts, structured claim submission forms, and navigation

controls, ensuring transparency and secure user interaction.
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Figure 6.3: Patients Document Upload Page

In Figure 6.3 The document management module enables patients to securely upload,
view, and manage medical and claim-related documents within the CareCrypt platform.
Uploaded records are clearly categorized and displayed with relevant metadata such as
file type, size, and upload date. The interface ensures controlled document access while

supporting transparency and efficient record handling.
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Figure 6.4: Patient Information Page

In Figure 6.4 The profile management module displays patient identity and account

details in a structured and read-only format to ensure data integrity. It provides essential
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information such as patient identifiers, personal details, and authorized access metadata.
This module supports transparency, secure identity management, and controlled access

within the CareCrypt platform.
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Figure 6.5: Grant Document Access to Doctor Page

In Figure 6.5 The access control module enables patients to manage and regulate doctor
access to their medical records. It allows authorized doctors to be granted or revoked
access through a controlled, role-based permission mechanism. This feature enforces
patient-centric data ownership while maintaining secure and auditable access control

within the CareCrypt platform.
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Figure 6.6: Patient Claims Page

In Figure 6.6 The claims management module displays the status and details of in-

surance claims submitted by the patient. It provides transparency by showing claim
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identifiers, claim type, associated hospital and doctor, claim amount, and approval or
rejection status. Confidence scores and status indicators support informed decision-

making while reinforcing trust in the automated claim evaluation process.
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Figure 6.7: Doctor and my Patients Dashboard

In Figure 6.7 The doctor dashboard provides an overview of patients assigned to the
healthcare professional within the CareCrypt platform. It allows doctors to view patient
details and securely access or add medical records based on granted permissions. This
module supports efficient patient management while ensuring controlled and role-based

access to sensitive health information.
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Figure 6.8: Doctor Profile Page

In Figure 6.8 The doctor profile module presents verified identity and affiliation details
of the healthcare professional within the CareCrypt platform. It displays essential infor-

mation such as doctor identifiers, hospital association, onboarding details, and account
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creation metadata. This module ensures transparency, secure identity management, and

accountability in clinical operations.
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Figure 6.9: Doctor Claims to Verify page

In Figure 6.9 The claims verification module enables doctors to review and validate
insurance claims associated with their patients. It serves as an intermediary step in the
claim approval workflow, ensuring medical authenticity before further processing. This
module supports controlled verification while maintaining transparency and account-

ability within the CareCrypt system.
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Figure 6.10: Admin Dashboard

In Figure 6.10 The administrative dashboard provides a real-time overview of sys-

tem activity within the CareCrypt platform. It displays user statistics, pending approval

33



requests, transaction counts, and registration workflows in a centralized interface. This

module enables administrators to monitor system operations, manage approvals, and

maintain governance and oversight across the healthcare network.
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Figure 6.11: Admin Fraud Management Page

In Figure 6.11 The fraud detection management module provides administrators
with real-time insights into suspicious activities and user behavior within the CareCrypt
platform. It displays fraud statistics, blocked users, warning counts, and system health
indicators to support proactive monitoring. This module enhances system security by

enabling timely identification, analysis, and mitigation of fraudulent actions.
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Figure 6.12: Insurance Agent Dashboard

In Figure 6.12 The insurance agent dashboard presents a consolidated view of claim

processing statistics and financial summaries within the CareCrypt platform. It displays
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claim approval status, processing time, fraud detection indicators, and recent activity to

support informed decision-making. This module enables efficient claim monitoring

while ensuring transparency and compliance in insurance operations.
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Figure 6.13: EHR Assistant Chatbot

In Figure 6.13 The integrated EHR assistant functions as an intelligent chatbot de-
signed to support system administrators in real time. It provides contextual guidance
for tasks such as monitoring registrations, reviewing pending approvals, managing fraud
cases, and querying system statistics. The chatbot enhances administrative efficiency
by enabling quick, conversational access to system insights and actions within the Care-

Crypt platform.
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Chapter 7

Results

The EHR CareCrypt platform successfully achieved its primary objective of en-
hancing the security, transparency, and reliability of healthcare data and insurance claim
management. By integrating a permissioned Hyperledger Fabric blockchain network,
the system ensured that all medical records, claim submissions, and verification events
were permanently stored and protected against unauthorized modification. During test-
ing, all attempts to alter on-chain data were unsuccessful, demonstrating the robustness
of the platform’s immutability and auditability features. This created a trustworthy envi-
ronment in which hospitals, insurers, and patients could confidently rely on the integrity
of stored information.

The platform also delivered significant improvements in insurance claim process-
ing efficiency. Traditional claim workflows, which typically require extensive manual
review and multiple verification stages, were streamlined through smart contract au-
tomation. As a result, the average claim processing time was reduced from several days
to a few hours. Insurance agents were able to process claims with minimal manual
intervention, reducing administrative workload by approximately 60%. This improve-
ment, combined with seamless blockchain-based data retrieval, enabled faster decision-
making and consistent service delivery.

A major outcome of the system was the high performance of its Al-driven fraud
detection module. The OCR component achieved a text extraction accuracy of 94.6%
across prescriptions, bills, and medical reports, enabling accurate document analysis.
The fraud detection model demonstrated strong classification performance, achieving
91% accuracy, 89% precision, and 92% recall. It successfully identified forged docu-
ments, data inconsistencies, and repeated fraudulent claim attempts. Additionally, the
implementation of a three-strike blocking mechanism further strengthened system se-
curity by preventing recurring fraudulent behavior, thereby reducing financial risks for

insurance providers.
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Conclusion and Future Work

Summary

The EHR CareCrypt platform was developed to address critical challenges in health-
care record management and insurance claim processing. By integrating blockchain
technology, the system ensures immutable, transparent, and tamper-proof storage of
medical records and claim transactions. The inclusion of Al-driven OCR and fraud
detection mechanisms further enhances system trustworthiness by accurately identify-
ing forged or manipulated documents. Role-based dashboards, intuitive workflows,
and real-time data access provide a seamless experience for patients, doctors, insurers,
and administrators. Through rigorous testing, the platform demonstrated strong perfor-
mance in accuracy, security, and usability, confirming that decentralized systems com-
bined with intelligent automation can significantly improve efficiency and reliability
in healthcare ecosystems. Overall, the project successfully achieved its objectives and
presents a scalable, modern approach to reducing fraud and improving trust in health-

care insurance processes.

Limitations

* Dependence on Al Training Data: The accuracy of OCR and fraud detection
models depends on the quality and diversity of the training dataset. Limited or

biased document samples may reduce effectiveness in real-world deployments.

* Variability in Document Formats: Medical prescriptions, bills, and reports vary
widely across healthcare providers. Unconventional layouts, handwritten notes,

or poor-quality scans may reduce extraction accuracy.

* Integration Challenges with Existing Systems: Many hospitals and insurance
providers rely on legacy, non-standardized systems. Without universal standards

such as HL7 or FHIR, seamless interoperability can be difficult.

* Blockchain Resource Requirements: Hyperledger Fabric requires adequate com-
putational resources, infrastructure, and expert configuration, which may pose

challenges for smaller healthcare institutions.

* Handling Complex or Exceptional Claims: While the system effectively au-
tomates routine claims, highly specialized or rare cases may still require manual

intervention.

Improvements

Several enhancements can be incorporated in future iterations of the EHR CareCrypt

platform. Expanding the Al training dataset and adopting advanced machine learn-
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ing models would further improve fraud detection accuracy and adaptability to diverse
document formats. The integration of Natural Language Processing (NLP) techniques
could enable interpretation of handwritten prescriptions and detection of inconsistencies
in unstructured medical text. Future versions may implement interoperability standards
such as HL.7 FHIR to facilitate seamless integration with existing hospital systems and
national health databases. Support for mobile applications can enhance accessibility
for patients and healthcare providers. From a blockchain perspective, scaling tech-
niques such as off-chain storage or sharding can improve transaction throughput and
reduce operational costs. Additionally, incorporating predictive analytics would allow
insurers to forecast claim trends and proactively identify risk factors, thereby enhancing

decision-making and system value.
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ANNEXURE

CareCrypt: A Blockchain-Based Electronic Health
Record and Insurance Claim System

Numa Rahamath S A!, Dr. Satish Kumar T2, Dr. Arun Kumar B R3, Jeevitha R*, Mohammed Shahid?, Mythri S P

Department of Computer Science and Engineering
BMS Institute of Technology and Management
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Abstract—Managing healthcare data remains a critical chal-
lenge due to siloed systems, privacy risks, limited patient control,
and poor interoperability. Traditional Electronic Health Record
(EHR) systems often fragment patient data across isolated
databases, leading to inefficiencies and errors in diagnosis and
treatment. Furthermore, the insurance sector suffers from man-
ual claim processing delays and a rising incidence of fraud, which
imposes severe financial strains on providers globally. This paper
introduces CareCrypt, a blockchain-powered ecosystem designed
to transform how personal health data is collected, stored,
accessed, and controlled. Built on Hyperledger Fabric, CareCrypt
functions as a secure, immutable, and transparent health data
network. Through smart contracts, patients are empowered
to manage informed consent and assign granular, time-bound
access permissions to healthcare providers. The system integrates
Optical Character Recognition (OCR) and Artificial Intelligence
(AD) to automate fraud detection in insurance claims, verifying
document consistency against claimed amounts. Our extensive
testing demonstrates that CareCrypt significantly enhances data
security, reduces claim processing time from days to hours, and
achieves high accuracy in fraud detection, thereby establishing
a trustworthy digital health infrastructure that aligns with UN
Sustainable Development Goals 3, 9, and 16.

Index Terms—Blockchain, Electronic Health Records (EHR),
Hyperledger Fabric, Healthcare Insurance, Fraud Detection,
Smart Contracts, Data Privacy, OCR.

I. INTRODUCTION

The healthcare industry is witnessing a rapid paradigm shift
towards digital transformation. While the adoption of Elec-
tronic Health Records (EHR) has improved data accessibility,
the underlying infrastructure remains fraught with challenges.
Current centralized systems are often siloed, making data
exchange between hospitals, clinics, and insurance providers
sluggish and error-prone [1]. Patients frequently lack true
ownership of their medical history, leading to fragmented
records that can result in misdiagnosis or redundant testing.

A parallel crisis exists in the health insurance sector. The
traditional claim processing workflow is heavily reliant on
manual verification, which is not only time-consuming but
also susceptible to inconsistency and bias. More alarmingly,

healthcare fraud—ranging from identity theft to billing for
services not rendered—has become a pervasive issue, costing
the global economy billions of dollars annually. Centralized
databases, which store vast amounts of sensitive personal
information (SPI), act as single points of failure, exposing
consumers to data breaches and identity manipulation [2].

To address these systemic failures, we propose CareCrypt,
a decentralized platform leveraging permissioned blockchain
technology and Artificial Intelligence. CareCrypt is designed
to restore trust, transparency, and efficiency to the healthcare
ecosystem.

The primary objectives of this research are:

1) Secure Data Management: To eliminate reliance on
insecure centralized databases by storing critical patient
and claim information on a permissioned Hyperledger
Fabric network, ensuring immutability and auditability.

2) Patient-Centric Control: To empower patients with
granular control over their medical data via smart con-
tracts, allowing them to grant or revoke access to doctors
and insurers dynamically.

3) Automated Fraud Detection: To incorporate Al-driven
Optical Character Recognition (OCR) and pattern recog-
nition to detect forged documents and inconsistencies in
insurance claims.

4) Streamlined Workflows: To enhance the user ex-
perience for all stakeholders—patients, doctors, and
agents—through role-based dashboards and automated
verification processes.

This paper details the architecture, methodology, and imple-
mentation of CareCrypt. We present a robust framework that
not only secures health data but also aligns with Sustainable
Development Goals (SDG) 3 (Good Health), 9 (Innovation),
and 16 (Strong Institutions).

II. LITERATURE REVIEW

The potential of blockchain in healthcare has been the
subject of extensive research, yet significant gaps remain in



creating a holistic, production-ready system.

A. Current State of Blockchain in Healthcare

Early implementations of blockchain for EHR, such as
MedRec, demonstrated the feasibility of using distributed
ledgers to manage authentication and data pointers. Studies
by Kumar et al. [3] highlight how blockchain can solve
data integrity issues. However, many existing solutions focus
primarily on data storage without addressing the complex
workflows of insurance claims or patient consent management.

B. Limitations in Existing Systems

1) Data Ownership and Access Control: A critical review
of recent literature reveals that while many systems propose
secure storage, they fail to provide sophisticated patient own-
ership models. Access control is often binary (all-or-nothing)
rather than granular. Patients rarely have the tools to specify
who can see what data and for how long.

2) Scalability and Performance: Public blockchains (like
Ethereum) struggle with the high transaction throughput re-
quired for national-level healthcare systems. The associated
gas fees and latency make them impractical for daily clini-
cal operations. Furthermore, storing large medical files (like
MRI scans) directly on-chain is prohibitively expensive and
inefficient [4].

3) Interoperability and Fraud Detection: Most proposed
architectures operate in isolation, failing to integrate with
legacy hospital systems. Additionally, while fraud detection
is a hot topic, few systems effectively combine blockchain’s
immutability with AI’s analytical power to prevent insurance
fraud at the point of submission.

C. The CareCrypt Approach

CareCrypt addresses these gaps by utilizing a **permis-
sioned** blockchain (Hyperledger Fabric) which offers high
throughput and zero transaction fees for users. We implement
a **hybrid storage model**, where large files are stored off-
chain (secure cloud/IPFS) while their cryptographic hashes
are immutable on the ledger. Furthermore, our integration
of an Al-driven fraud engine directly addresses the financial
inefficiencies of the insurance sector.

ITI. SYSTEM ARCHITECTURE

The architecture of CareCrypt is modular, layered, and
designed for enterprise scalability. It integrates a permissioned
blockchain network with a modern full-stack web application.

A. Blockchain Layer: Hyperledger Fabric

We utilize Hyperledger Fabric due to its modularity and
permissioned nature, which is essential for complying with
healthcare regulations like HIPAA and GDPR.

o Peer Nodes: These nodes maintain the ledger and execute
smart contracts (Chaincode). In our simulation, we deploy
peers representing different organizations (e.g., Hospital
A, Insurance Co B).

e Orderer Nodes: Responsible for ordering transactions
and creating blocks. They ensure consensus across the
network without requiring resource-intensive mining.

o Certificate Authority (CA): Manages digital identities
(X.509 certificates). Every participant (Patient, Doctor,
Agent) must be authenticated by the CA before interact-
ing with the network.

o Channels: We utilize private channels to ensure that
sensitive data is only shared between relevant parties
(e.g., a patient and their specific doctor), preserving
privacy.

B. Application Layer

The application layer acts as the bridge between the user
and the blockchain.

o Frontend: Built with React.js and Tailwind CSS, provid-
ing responsive, role-specific dashboards.

« Backend API: Developed using Node.js and Express.js.
This layer handles client requests, invokes the OCR
engine, and uses the Fabric SDK to submit transactions
to the blockchain.

o Off-Chain Storage: To ensure ledger efficiency, actual
medical documents (PDFs, Images) are stored in a secure
off-chain database (MongoDB/IPES). Only the unique file
hash and metadata are recorded on the blockchain.

C. Al and Automation Modules

1) OCR Processing Module: This module utilizes Tesser-
act.js to extract text from uploaded medical bills and pre-
scriptions. It parses unstructured data (e.g., “Total Amount:
$5007) into structured JSON objects. This allows the system
to automatically compare the claimed amount against the
documentary evidence.

2) Fraud Detection Engine: The fraud engine analyzes
claim data for anomalies. It checks for:

o Duplicate Claims: Hashes of uploaded documents are
compared to the ledger history to prevent re-submission
of the same bill.

o Data Inconsistency: Mismatches between user-entered
data and OCR-extracted text.

o Policy Violations: Claims that exceed patient limits or
frequency caps.

IV. METHODOLOGY AND ALGORITHMS

The core logic of CareCrypt is encapsulated in smart
contracts written in Go (Golang). Below are the key algorithms
governing the system.

A. User Registration and Identity Management

Security with  robust

ment.

: Input: User Credentials (U;p, Role, Cert)
: Verify Cert validity with CA
if Cert is valid then

Check World State for Urp

if U;p exists then

begins identity = manage-

EANE -



6: return Error: "User already registered”

7. else

8: Initialize Wallet Identity

9: Create User Asset: {ID Urp, Role
Role, Reputation : 100}

10: Commit to Ledger

11: return “Registration Successful”

122 end if

13: else

14:  return Error: "Invalid Certificate”

15: end if

B. Secure Medical Record Upload

This algorithm ensures data integrity without clogging the
blockchain.
Input: File (F'), User (Urp), Metadata (M)
Step 1: Off-Chain Processing
Text < OCR(F)
if Text is empty or illegible then
return “Upload Failed: Low Quality Document”
end if
Hash < SHA256(F)
Upload F' to Secure Storage — returns URL
Step 2: On-Chain Transaction
Create Transaction ' = {Owner
Hash,Url : URL,Meta : M,TS : Now}
11: Submit T" to Blockchain Peer
12: if Endorsement Policy Met then
13:  Commit block to Ledger
14:  return “Upload Complete”
15: else
16:  return “Transaction Rejected”
17: end if
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C. Dynamic Access Control

Patients can grant temporary access to doctors. This
addresses the “break-glass” requirement for emergen-
cies.

1: Input: Patient (P), Doctor (D), Record (R), Duration (1)

2: Verify P is owner of R

3: Retrieve current Access Control List (ACL) for R

4: Expiry < CurrentTime + T

5: Update ACL: Add {User : D, Level

Expiry}

6: Emit Event ”AccessGranted” containing (P, D, R)
7: Smart Contract Hook:
8
9

: Read, Exp :

: Check if Doctor D has valid license
. if Valid then
10  Commit ACL Update
11: else
12: return
13: end if

”Doctor License Invalid”

D. Claim Evaluation and Reward Algorithm

To incentivize participation and honest behavior, a
gamified reward system is implemented alongside fraud
checks.

1: Input: Claim (C'), Documents (D][])
2: Verification Phase:
3: for each doc d in D do
4 ExtractedVal < OCR(d)
5:  if ExtractedVal # C.Amount then
6 Flag Claim as “Potential Mismatch”
7 Alert Admin
8 return
9: end if
10: end for
11: Check Ledger for duplicate Hash(D)
12: if Duplicate Found then
13:  Reject Claim
14:  User.Reputation < User.Reputation — 10
15:  return “Duplicate Detected”
16: end if
17: Approval Phase:
18: Approve Claim
19: Trigger Smart Contract: Transfer Funds
20: Reward Phase:
21: User.Points < User.Points + 5 (for valid submission)
22: Update Ledger State

V. IMPLEMENTATION DETAILS

The system was implemented using a microservices archi-
tecture.

A. Technology Stack

« Blockchain Network: Hyperledger Fabric v2.4 deployed
via Docker containers.

o Smart Contracts: Written in Go (Golang), utilizing the
‘fabric-contract-api ‘.

o Backend: Node.js with Express.js. We used ‘fabric-
network‘ SDK to connect to the gateway.

o Frontend: React 18 with Vite for fast bundling. UI
components were styled using Tailwind CSS.

o Database: CouchDB was used as the World State
database for Fabric, allowing for rich queries (e.g., finding
all claims by a specific date). MongoDB was used for off-
chain user metadata and document storage.

B. Development Environment

The development was conducted on a machine with an Intel
Core i5 processor and 16GB RAM. The network consisted of
2 Organizations (Hospital, Insurance), each with 2 Peers and a
dedicated Certificate Authority. An ordering service using Raft
consensus was established to manage transaction ordering.

VI. RESULTS AND PERFORMANCE ANALYSIS

The system underwent rigorous functional, security, and
performance testing to validate its efficacy. The results indicate
that CareCrypt offers a scalable and secure alternative to
traditional centralized systems.



A. Blockchain Performance Metrics

We benchmarked the network latency and throughput using
Hyperledger Caliper. The tests simulated varying transaction
loads (10 to 500 transactions per second).

TABLE I
BLOCKCHAIN PERFORMANCE METRICS

Transaction Load (tps) | Avg Latency (ms) | Throughput (tps)
50 45 49.8
Read Record 200 63 1952
. 50 210 48.5
Write Record 200 450 160.0
Claim Submit 100 320 92.0
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Fig. 2. Throughput analysis illustrating linear scaling.

As illustrated in Table I and visualized in Fig. 1 and Fig.
2, read operations are highly efficient. Write operations incur
higher latency due to the endorsement and consensus process
(ordering and committing blocks), but remain within accept-
able limits for healthcare applications where data integrity is
paramount over millisecond speed.

B. Fraud Detection Accuracy

The AI/OCR module was tested against a dataset of 500
synthetic claims, including legitimate bills, forged amounts,

and duplicate submissions.

TABLE II
Al FRAUD DETECTION METRICS
Metric Value
OCR Text Extraction Accuracy | 94.6%
Fraud Classification Accuracy 91.0%
False Positive Rate 3.2%
False Negative Rate 5.8%

Model Accuracy Rates
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Fig. 3. High accuracy achieved in text extraction and classification.
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Fig. 4. Low error rates ensure minimal disruption to legitimate users.

Table II and Fig. 3 highlight the robustness of the fraud de-
tection engine. The high accuracy (91%) significantly reduces
the workload on human insurance agents. As shown in Fig. 4,
the 3.2% false positive rate implies that very few legitimate
claims are flagged incorrectly, which can be resolved via
manual review.

C. Usability and Workflow Impact

User Acceptance Testing (UAT) was conducted with a group
of 20 users representing patients, doctors, and admins.

o Processing Time: The average time to settle a claim
was reduced from 4 days (traditional manual process) to
3 hours (CareCrypt automated process), as visualized in
Fig. 5.

o Ease of Use: 85% of users found the React-based dash-
board intuitive (Fig. 6).
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Fig. 5. CareCrypt reduces processing time from 4 days to 3 hours.

User Experience Metrics
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Fig. 6. User satisfaction regarding UI and emergency access speed.

o Access Granting: Patients could grant access to doctors
in under 30 seconds using the dashboard, a critical feature
for emergency scenarios.

D. Security Analysis

We performed vulnerability assessments on the smart con-
tracts.

+ Replay Attacks: Prevented by Hyperledger Fabric’s in-
ternal transaction ID checks.

o Unauthorized Access: Strictly controlled via Member-
ship Service Provider (MSP) and Access Control Lists
(ACLs).

« Data Privacy: Private data collections ensured that com-
petitive insurance data was not visible to other organiza-
tions on the channel.

VII. CONCLUSION

CareCrypt presents a transformative approach to healthcare
data management. By synergizing Hyperledger Fabric with
Al-driven verification, we have addressed the ’trilemma” of
security, scalability, and interoperability. The platform restores
data ownership to patients, allowing them to control their med-
ical narrative securely. Simultaneously, the automated fraud
detection engine provides tangible financial benefits to the
insurance sector by minimizing leakage.

Our results confirm that decentralized ledgers, when com-
bined with off-chain storage and intelligent processing, can

create a healthcare infrastructure that is not only secure but

also

efficient and compliant with global standards.

VIII. FUTURE WORK

While CareCrypt demonstrates significant potential, several
avenues for future enhancement exist:

b

2)

3)

4)

[1]

[2]

[3]

[4]

[5]

[6]

[7]

[8]
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Interoperability Standards: Future iterations will im-
plement HL7 FHIR standards fully to ensure seamless
plug-and-play integration with existing hospital ERP
systems (like Epic or Cerner).

Advanced AI Models: We plan to upgrade the OCR
engine with Natural Language Processing (NLP) to bet-
ter interpret handwritten doctor notes and unstructured
clinical narratives.

Mobile Application: Developing a native mobile app
(React Native/Flutter) to improve accessibility for pa-
tients in remote areas, enabling biometric login.
National Scalability: Exploring sharding techniques
and sidechains to support national-level population data
without compromising network performance.
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Program Outcomes (POs)

PO1 Engineering Knowledge: Apply knowledge of mathematics, natural science,
computing, engineering fundamentals and an engineering specialization as specified in
WK1 to WK4 respectively to develop to the solution of complex engineering problems.

PO2 Problem Analysis: Identify, formulate, review research literature and analyze complex
engineering problems reaching substantiated conclusions with consideration for sustainable
development. (WK1 to WK4).

PO3 Design/Development of Solutions: Design creative solutions for complex engineering
problems and design/develop systems/components/processes to meet identified needs with
consideration for the public health and safety, whole-life cost, net zero carbon, culture,
society and environment as required. (WKS).

PO4 Conduct Investigations of Complex Problems: Conduct investigations of complex
engineering problems using research-based knowledge including design of experiments,
modelling, analysis & interpretation of data to provide valid conclusions. (WKS).

POS5 Engineering Tool Usage: Create, select and apply appropriate techniques, resources
and modern engineering & IT tools, including prediction and modelling recognizing their
limitations to solve complex engineering problems. (WK2 and WK6).

POG6 The Engineer and The World: Analyze and evaluate societal and environmental aspects
while solving complex engineering problems for its impact on sustainability with reference
to economy, health, safety, legal framework, culture and environment. (WK1, WKS, and
WK?7).

PO7 Ethics: Apply ethical principles and commit to professional ethics, human values,
diversity and inclusion; adhere to national & international laws. (WK9).

PO8 Individual and Collaborative Team work: Function effectively as an individual, and as
a member or leader in diverse/multi-disciplinary teams.

PO9 Communication: Communicate effectively and inclusively within the engineering
community and society at large, such as being able to comprehend and write effective reports
and design documentation, make effective presentations considering cultural, language, and
learning differences

PO10 Project Management and Finance: Apply knowledge and understanding of
engineering management principles and economic decision-making and apply these to one’s
own work, as a member and leader in a team, and to manage projects and in multidisciplinary
environments. technologies and ii1) critical thinking in the broadest context of technological
change. (WKS)

POI11 Life-Long Learning: Recognize the need for, and have the preparation and ability for
1) independent and life-long learning ii) adaptability to new and emerging technologies and
iii) critical thinking in the broadest context of technological change. (WKS8)
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